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Abstract

Dynamicepistemiclogic is the logic of theeffectsof epistemicactionslike making
public announcements,passingprivatemessages,revealingsecrets,telling lies. This
papertakes its startingpoint from the versionof dynamicepistemiclogic of [4],
anddemonstratesa tool thatcanbeusedfor showing whatgoesonduringaseriesof
epistemicupdates:thedynamicepistemicmodelingtool DEMO [10]. DEMO allows
modelingepistemicupdates,graphicaldisplayof updateresults,graphicaldisplayof
actionmodels,formula evaluationin epistemicmodels,andtranslationof dynamic
epistemicformulasto PDL [22] formulas.DEMO is written in Haskell. This paper
intendsto demonstrateits usefulnessfor visualizingthemodeltransformationsthat
takeplaceduringepistemicupdating.

Projectpaper, on theapplicationof functionalprogrammingin anew area.

1 INTRODUCTION

Analysisof multi-agentcommunication,in thespirit of [13], consistsof represent-
ing the knowledgeor beliefsof the agentsin a semanticmodel,representingthe
operationson the knowledgeor beliefsof the agentsas operationson semantic
models,anddomodelcheckingto seeif givenformulasaretruein themodelsthat
result from given updates.After the advancesin dynamicepistemiclogic docu-
mentedin [21, 12,3, 4], takinga modelchecking approachto epistemicdynamics
is moreattractive thanever. In this paperwe introduceDEMO, a modelchecking
tool written in Haskell andbasedon thestreamlinedversionof dynamicepistemic
logic takenfrom [4].

DEMO representsepistemicmodelsasobjectsof typeEpistM andupdateac-
tions(pointedactionmodels)onepistemicmodelsasobjectsof typePoAM. Update
operationsarespecifiedas

upd :: EpistM -> PoAM -> EpistM
upds :: EpistM -> [PoAM] -> EpistM

Hereupd definesanupdatewith asingleupdateactionandupds anupdatewith a
sequenceof updateactions.Theupdatesgeneratenew epistemicmodels.Formula
checkingis definedas
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isTrue :: EpistM -> Form -> Bool

TheformulaevaluatorisTrue takesanepistemicmodelandanepistemicformula
asarguments,andreturnsthetruthvalue oftheformulain themodel.

Hereis thelay-outof thepagesthatfollow. Section2 providesthebackground
on epistemiclogic thatis neededfor understandingwhatgoeson in therestof the
paper. Sections3, 4 and5 discussexamplesof epistemicmodelingwith DEMO,
andthefinal Section6 concludesandlists furtherwork.

2 EPISTEMIC MODELS, ACTION MODELS AND UPDATING

A model for representingthe stateof knowledgeamonga group of agentsis a
labeledtransitionsystem(LTS)with labelsfor theindividualagents,andvaluations
for the states.It is commonto call the statesworlds andto refer to the LTSsas
epistemicmodelsor Kripkemodels[14, 6, 11].

In asituationwhereoneof us(a) knowsaboutp andtheother(b) knowsabout
q, while you (c) know nothingabouteitherp or q, andwhile in fact p happensto
befalseandq true,thestateof knowledgeof theagentsa,b,c is representedby a
Kripkemodelwheretheworldsarethefour differentpossibilitiesfor thetruthof p
andq ( /0, p, q, pq), theepistemicaccessibilityrelation∼a is therelation thatlinks
thetwo worldswherep is trueandthetwo worldswherep is false,theepistemic
accessibilityrelation∼b is therelation thatlinks thetwo worldswhereq is trueand
the two worldswhereq is false,andtheepistemicaccessibilityrelation∼c is the
total relationon thesetof worlds. This situationcanbevisualizedasfollows (this
andthefollowing picturesweregeneratedby DEMO with thegraphicvisualization
tool dot [17]):
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EpistemicformulaKaφ evaluatesto true in a world in sucha modelif in that
world every a-accessibleworld makesφ true. In theactualworld of theexample
picture,indicatedby thedoubleoval, Ka¬p is true,for ¬p is truein worlds0 and
2, andthesearethe two worlds thatarea-accessiblefrom theactualworld 2 (we
assumethateveryworld is self-accessible).Ontheotherhand,Kaq is falsein world
2, for q is truein world 2 but falsein world 0. Kbq is truein theactualworld. More
subtly, Ka(Kbq∨Kb¬q) is truetheactualworld, for it happensto be thecasethat
Kbq is truein world 2 andKb¬q is trueon world 0. Theexampleswith embedded
knowledgeoperatorsillustratehow the Kripke modelsencodeinformationabout
whatagentsknow abouttheknowledgeor ignoranceof otheragents.In theexam-
ple,a doesnotknow aboutq, but a knowsthatb knowswhetherq. Also, all agents
know thatc is ignorantaboutp andq.

Epistemicupdatesarethemselvesalso akindof Kripkemodels,with theimpor-
tantdifferencethattheworldsdo not carrya valuationbut apreconditionformula
[3]. Hereis anexampleof amodelof agroupmessageto a,b that¬p is thecase:

What this expressesis that in fact¬p is communicated(indicatedby the double
oval), but thatagentc cannotdistinguishthis communicationfrom a trivial com-
munication>.

Technically, theresultof updatingwith anactionmodelis definedastheprod-
uctof theepistemicmodelandtheactionmodel,restrictedto thepairs(w,u) where
w satisfiesthepreconditionof actionu, andwith theaccessibilityrelationsholding
betweenpairs(w,u) and(w′

,u′) just in casethey hold bothbetweenw andw′ and
betweenu andu′. Furtherdetailsarein [3, 4].

Thisproductconstructioncausesanexponentialblow-up,andin ordertomodel
theupdateprocessin a feasibleway we needto minimizetheupdateresultsmod-
ulo bisimulation[15]. For this, DEMO usesthe following algorithmfor partition
refinement,in thespirit of [19]:

• Startout with a partitionof thestatesetwhereall stateswith thesamepre-
conditionfunctionarein thesameclass.Theequalityrelationto be usedto
evaluatethepreconditionfunctionis givenasaparameterto thealgorithm.

• Givena partitionΠ, for eachblock b in Π, partitionb into sub-blockssuch
that two statess, t of b arein thesamesub-blockiff for all agentsa it holds
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thats andt have
a

−→ transitionsto statesin thesameblock of Π. UpdateΠ
to Π′ by replacingeachb in Π by thenewly foundsetof sub-blocksfor b.

• Halt assoonasΠ = Π′.

DEMO implementsepistemicformulaevaluation inupdateresults,for awideclass
of epistemiclogics (multimodalepistemiclogic, epistemicPDL, epistemicPDL
with actionmodalities).

3 THE RIDDLE OF THE CAPS

Picturea situationof four peoplea,b,c,d standingin line, with a,b,c looking to
theleft, andd looking to theright. a canseeno-oneelse;b canseea; c canseea
andb, andd canseeno-oneelse.They areall wearingcaps,andthey cannotsee
their own cap. If it is commonknowledgethat therearetwo white andtwo black
caps,thenin thefollowing situationc knowswhatcolorcap sheis wearing.

If c now announcesthat sheknows the color of her cap (without revealing the
color), b can infer from this thathe is wearinga white cap, for b canreasonas
follows: “c knowshercolor, soshemustseetwo capsof thesamecolor. ThecapI
canseeis white,somy own capmustbewhiteaswell.” In thissituationb drawsa
conclusionfrom thefactthatc knows hercolor.

In thefollowing situationb candraw aconclusionfrom thefactthatc doesnot
know hercolor.

In thiscasec announcesthatshedoesnotknow hercolor, andb caninfer from this
thathe is wearinga blackcap,for b canreasonasfollows: “c doesnot know her
color, soshemustseetwo capsof differentcolorsin front of her. ThecapI cansee
is white,somy own capmustbeblack.”

To accountfor thiskind of reasoning,weusemodelcheckingfor epistemicup-
dating,asfollows (theHaskell codefor this exampleis givenin Figure1). Propo-
sition pi expressesthefactthatthei-th cap,countingfrom theleft, is white. Thus,
thefactsof ourfirst examplesituationaregivenby p1∧ p2∧¬p3∧¬p4, andthose
of oursecondexampleby p1∧¬p2∧¬p3∧ p4.

An initial situationwith fouragentsa,b,c,d andfourpropositionsp1, p2, p3, p4,
with exactly two of thesetrue,whereno-oneknowsanythingaboutthetruthof the
propositions,andeveryoneis awareof theignoranceof theothers,is modeledlike
this:

Caps> showM mo0
==> [5,6,7,8,9,10]
[0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15]
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module Caps
where
import List
import DEMO

capsInfo :: Form
capsInfo = Disj [Conj [f, g, Neg h, Neg j] |

f <- [p1, p2, p3, p4],
g <- [p1, p2, p3, p4] \\ [f],
h <- [p1, p2, p3, p4] \\ [f,g],
j <- [p1, p2, p3, p4] \\ [f,g,h],
f < g, h < j ]

awarenessFirstCap = info [b,c] p1
awarenessSecondCap = info [c] p2

cK = Disj [K c p3, K c (Neg p3)]
bK = Disj [K b p2, K b (Neg p2)]

mo0 = upd (initE [P 1, P 2, P 3, P 4]) (test capsInfo)
mo1 = upd mo0 (public capsInfo)
mo2 = upds mo1 [awarenessFirstCap, awarenessSecondCap]
mo3a = upd mo2 (public cK)
mo3b = upd mo2 (public (Neg cK))

FIGURE 1. Haskell codefor the capsexample.

(0,[])(1,[p1])(2,[p2])(3,[p3])(4,[p4])
(5,[p1,p2])(6,[p1,p3])(7,[p1,p4])(8,[p2,p3])(9,[p2,p4])
(10,[p3,p4])(11,[p1,p2,p3])(12,[p1,p2,p4])(13,[p1,p3,p4])(14,[p2,p3,p4])
(15,[p1,p2,p3,p4])
(a,[[0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15]])
(b,[[0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15]])
(c,[[0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15]])
(d,[[0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15]])

Thefirst line indicatesthatworlds5,6,7,8,9,10 arecompatiblewith the factsof
the matter(the factsbeing that thereare two white and two black caps). E.g.,
5 is the world wherea andb arewearingthe white caps. The secondline lists
all the possibleworlds; thereare 24 of them, sinceevery world hasa different
valuation.Thethird throughsixth linesgive thevaluationsof worlds.Thelastfour
linesrepresenttheaccessibilityrelationsfor theagents.All accessibilitiesaretotal
relations,andthey arerepresentedhereasthecorrespondingpartitionson theset
of worlds. Thus,the ignoranceof theagentsis reflectedin the fact that for all of
themall worldsareequivalent:noneof theagentscantell any of themapart.
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Theinformationthat two of thecapsarewhite andtwo areblackis expressed
by theformula

(p1∧ p2∧¬p3∧¬p4)∨ (p1∧ p3∧¬p2∧¬p4)∨ (p1∧ p4∧¬p2∧¬p3)

∨ (p2∧ p3∧¬p1∧¬p4)∨ (p2∧ p4∧¬p1∧¬p3)∨ (p3∧ p4∧¬p1∧¬p2).

A publicannouncementwith this informationhasthefollowing effect:

Caps> showM (upd mo0 (public capsInfo))
==> [0,1,2,3,4,5]
[0,1,2,3,4,5]
(0,[p1,p2])(1,[p1,p3])(2,[p1,p4])(3,[p2,p3])(4,[p2,p4])
(5,[p3,p4])
(a,[[0,1,2,3,4,5]])
(b,[[0,1,2,3,4,5]])
(c,[[0,1,2,3,4,5]])
(d,[[0,1,2,3,4,5]])

Let thismodelbecalledmo1. Therepresentationabove givesthepartitionsfor all
theagents,showing thatnobodyknows anything. A perhapsmorefamiliar repre-
sentationfor thismulti-agentKripkemodelis givenin Figure2. In thispicture,all
worldsareconnectedfor all agents,all worldsarecompatiblewith thefactsof the
matter(indicatedby thedoubleovals).

FIGURE 2. Capssituation wherenobodyknows anything about p1, p2, p3, p4.
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Next, wemodelthefactthat(everyoneis awarethat)b canseethefirst capand
thatc canseethefirst andthesecondcap,asfollows:

Caps> showM (upds mo1 [info [b,c] p1, info [c] p2])
==> [0,1,2,3,4,5]
[0,1,2,3,4,5]
(0,[p1,p2])(1,[p1,p3])(2,[p1,p4])(3,[p2,p3])(4,[p2,p4])
(5,[p3,p4])
(a,[[0,1,2,3,4,5]])
(b,[[0,1,2],[3,4,5]])
(c,[[0],[1,2],[3,4],[5]])
(d,[[0,1,2,3,4,5]])

Notice that thismodel reveals thatin casea,b wearcapsof the samecolor (sit-
uations0 and5), c knows the color of all the caps,andin casea,b wearcapsof
differentcolors,shedoesnot(sheconfusesthecases1,2 andthecases3,4). Figure
3 givesapicturerepresentation.

FIGURE 3. Capssituation after updating with awarenessof what b and c can see.

Let thismodelbecalledmo2. Knowledgeof c abouthersituationis expressed
by theepistemicformulaKc p3∨Kc¬p3, ignoranceof c abouthersituationby the
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negationof thisformula.Knowledgeof b abouthissituationisexpressedby Kb p2∨
Kb¬p2. LetbK,cK expressthatb,c know abouttheirsituation.Thenupdatingwith
public announcementof cK andwith public announcementof thenegationof this
havedifferenteffects:

Caps> showM (upd mo2 (public cK))
==> [0,1]
[0,1]
(0,[p1,p2])(1,[p3,p4])
(a,[[0,1]])
(b,[[0],[1]])
(c,[[0],[1]])
(d,[[0,1]])

Caps> showM (upd mo2 (public (Neg cK)))
==> [0,1,2,3]
[0,1,2,3]
(0,[p1,p3])(1,[p1,p4])(2,[p2,p3])(3,[p2,p4])
(a,[[0,1,2,3]])
(b,[[0,1],[2,3]])
(c,[[0,1],[2,3]])
(d,[[0,1,2,3]])

In bothresults,b knows abouthissituation,though:

Caps> isTrue (upd mo2 (public cK)) bK
True
Caps> isTrue (upd mo2 (public (Neg cK))) bK
True

4 ELEMENTS OF SECURE COMMUNICA TION

Sincethe main concernsin securityprotocolsare keeping,communicatingand
discoveringsecrets,securityprotocolanalysisis a new very promisingapplication
areafor epistemiclogic. Attemptsin this direction have beenmade[1, 2, 16],
but the field is only now truly emerging and DEMO can offer serioussupport.
Examplesof securityprotocolscanbefoundin [18, 20]; anexampleof verification
by modelchecking,but without takingreasoningaboutknowledgeinto accountis
[23]. In this section,we will discusstheDEMO modelingof a few basicelements
occurringin securityprotocols.

Keys and nonces as propositional variables Thefirstdifficulty encounteredwhen
trying to modelsecuritysituationsasepistemicmodelsis that thedataexchanged
in securityprotocolsarenotpropositionalvariables,but essentiallyverylargenum-
bers.However, wearguethatthey canbecapturedbypropositionalvariables,under
therestrictionthatguessingis excluded.For look at thekind of statementsthatwe
want to make abouta key K. Whatwe needto expressarestatementslike “agent
A knows K”, “agentA doesn’t know K” and“agentA sendskey K to agentB”.
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This boils down to expressingdoubtandcertaintyaboutkey K. Let usadoptthe
conventionthatan agentcannever guessanything aboutK, that is she cannever
make astatementaboutK unlesssheknows K. Thenlet apropositionalvariablep
expressthetruthvalue ofahashingstatement,like for instance “K is even”. Then,
provided that guessingis excluded,we have atwo-way correspondencebetween
theepistemic statement“agentA knows thevalue ofp” andthesecuritystatement
“agentA knows K”.

In modelinga protocol, the convention allows us to representevery key or
nonce(parametervaryingwith time,suchasatimestamp)involvedin theprotocol
by its propositionalhash.

Public/secret key cryptography Many securityprotocolsassumea public/secret
key infrastructure(PKI), meaningthateachagentownsapairof keys,apublic one,
availableto everybody, anda secret one,only known to theagentherself. These
keys areemployedin encryption/decryptionalgorithmsthatmatcheachother, i.e.
acontentencryptedwith apublickey canonly bedecryptedwith thecorresponding
secretkey, andtheotherway around.Therefore,whenanagenta wants tosenda
messagethatonly anagentb should beableto read,all she hasto do is encryptthe
messageusingb’spublickey.
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FIGURE 4. The epistemicstateof agentsa,b,c before and after a hassentthe mes-
sageq encryptedwith the public key of b.
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To seehow this basicmechanismcanbemodeledin DEMO, we considertwo
agentsa,b trying to communicateasdescribedabove, andan agentc, the eaves-
dropper, who interceptsall themessages.Let p1,p2 representthesecretkeys of a
andb, respectively, andlet usfix their truthvaluesto p1 =>, p2 =⊥. It is notcon-
venientto modelthecorrespondingpublic keys explicitly; instead,we modelthe
encryptionalgorithmsfor thetwo partiesastheimplicationsp1 ⇒ x and¬p2 ⇒ x
(wherex is thecontentto beencrypted).Finally, let q bethemessagethata wishes
to sendto b. The situationwhen a is the only onewho knows p1 and q, b the
only oneknowing p2 andall agentsareawareof who knows what is describedin
DEMO asfollows:

ms1 = upds (initE [P 1, P 2, Q 0])
[test (Conj [p1,(Neg p2),q]),info [b] p2,info [a] p1,info [a] q]

Sendingtheencryptedmessageis modeledby theupdatestep

ms2 = upd ms1 (public ((Neg p2) ‘impl‘ q))

¬p2 ⇒ q is the resultof applyingb’s public encryptionalgorithmto the content
q. Thepublic communicationexpressesthe fact thatc eavedrops.Thegenerated
visualrepresentationsof ms1 andms2 areshown in Figure4.

In ms2, it canbecheckedthatb haslearnedq, while c hasn’t:

SecCom> isTrue ms2 (Disj [K b q, K b (Neg q)])
True
SecCom> isTrue ms2 (Disj [K c q, K c (Neg q)])
False

It canalsobeverified in ms2 that theencryptionalgorithmworksasa blackbox,
thatis thata andb donotlearneachother’ssecretkey while encrypting/decrypting:

SecCom> isTrue ms2 (Disj [K a p2, K a (Neg p2)])
False
SecCom> isTrue ms2 (Disj [K b p1, K b (Neg p1)])
False

By replacinginfo with secret in the definition of ms1, it is alsopossibleto
modelthe fact that a doesn’t actuallyknow whetherb indeedhasb’s secretkey.
This is a relevantsubtletyin, for instance,authenticationprotocols.

Secret communication over insecure channels Anotherimportantelementof se-
curecommunicationis theability to passinformationfrom a to b alonganinsecure
channelin sucha way thataneavesdropperc cannotfind out whatb haslearned.
A particularcaseof that is theRussianCardProblem[7, 9], but herewe will take
amoreabstractlook at theproblem.

If agenta andb sharea link betweenpropositionsp andq anda andb arethe
only ones withthis link, thena caninform b in secretaboutq by meansof apublic
communicationaboutp.
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Assumetherearethreeagentsa,b,c. A situationwhereall agentsareignorant
aboutp andq, andareawareof their commonignorancelookslike this:

SecCom> showM mo0
==> [0,1,2,3]
[0,1,2,3]
(0,[])(1,[p])(2,[q])(3,[p,q])
(a,[[0,1,2,3]])
(b,[[0,1,2,3]])
(c,[[0,1,2,3]])

Supposea hasinformationaboutp, anda andb eitherhave commonknowledge
that p andq areequivalentor they have commonknowledgethat p and¬q are:

SecCom> showM (upds mo0 [info [a] p,link_ab_pq])
==> [0,5,8,9]
[0,1,2,3,4,5,6,7,8,9,10,11]
(0,[])(1,[])(2,[])(3,[p])(4,[p])
(5,[p])(6,[q])(7,[q])(8,[q])(9,[p,q])
(10,[p,q])(11,[p,q])
(a,[[0],[1,6],[2,7],[3,10],[4,11],[5],[8],[9]])
(b,[[0,9],[1,3,6,10],[2,4,7,11],[5,8]])
(c,[[0,1,3,6,9,10],[2,4,5,7,8,11]])

FIGURE 5. Situation where a knows whether p and where a,b have common
knowledgeabout a link betweenp and q.
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Call thismodelmo1 (seeFigure5 for analternativerepresentation).In thismodel,
c still knows nothingaboutq:

SecCom> isTrue mo1 (Disj [K c q,K c (Neg q)])
False

Also, in thismodelit is commonknowledgeamonga,b thatb knowsaboutthelink
betweenp andq. Thus,theresultof public announcementof p in this situationis
thatb knows whetherq, while c is still left in thedarkaboutq:

SecCom> showM (upd mo1 (public p))
==> [2,3]
[0,1,2,3,4,5]
(0,[p])(1,[p])(2,[p])(3,[p,q])(4,[p,q])
(5,[p,q])
(a,[[0,4],[1,5],[2],[3]])
(b,[[0,4],[1,5],[2],[3]])
(c,[[0,3,4],[1,2,5]])

SecCom> isTrue (upd mo1 (public p)) (Disj [K b q, K b (Neg q)])
True
SecCom> isTrue (upd mo1 (public p)) (Disj [K c q, K c (Neg q)])
False

5 THE PROTOCOL OF THE DINING CRYPTOGRAPHERS

The settingof Chaum’s dining cryptographersprotocol [5] is a situationwhere
threecryptographersareeatingout. At the endof the dinner, they areinformed
thatthebill hasbeenpaid,eitherby oneof them,or by NSA (theNationalSecurity
Agency). Respectingeachothersrights to privacy, they want to find out whether
NSA paid or not, in sucha way that in caseone of them haspaid the bill, the
identityof theonewho paidis not revealedto thetwo others.

They decideon thefollowing protocol. Eachcrypographertossesa coin with
hisrighthandneighbour, with theresultof thetossremaininghiddenfrom thethird
person.Eachcryptographerthenhasachoicebetweentwo publicannouncements:
thatthecoinsthatshe hasobservedagreeor thatthey disagree.If she has notpaid
thebill shewill saythatthey agreeif thecoinsarethesameandthatthey disagree
otherwise;if she haspaidthebill shewill saytheopposite:shewill saythat they
agreeif in fact they aredifferentandshewill saythat they disagreeif in fact they
arethesame.Clearly, if everyoneis speakingthe truth, thenumberof ‘disagree’
announcementswill beeven. This reveals thatNSA haspickedup thebill. If one
personis lying, the numberof ‘disagree’announcementswill be odd, indicating
thatoneamongthemis paying.

Modelcheckingof thisprotocolin termsof processtheoryis describedin [24].
In thisapproach,everyaspectof thesituationis modelledasa process:theprocess
for coinsis definedin termsof processesfor headsandfor tails, the processfor



56

cryptographersfollowing the protocol is definedin termsof their behaviour, and
finally theprocessfor themealis compoosedfrom theprocessesfor coinsandfor
cryptographers.Thecorrectnessspecificationis capturedin a processthatoutputs
‘crypt’ if a cryptographerpaysand‘nfa’ if NFA pays. After encodingthesepro-
cesses,amodelcheckerconfirmsthattheprocessfor thewholesystemis indeeda
refinementof thespecification,and,thus,thatit meetsthespecification.

An epistemicmodelchecking approachis muchmorestraightforward. One
startswith anepistemicsituationwherethedinershavecommonknowledgeof the
factthateitherNSA or oneof themhaspaid. Next, oneupdateswith theresultof
thecoin tosses,andwith communicative actsrepresentingthesharingof informa-
tion betweenacryptographerandhisneighbourabouttheseresults.Assumeb has
in factpickedup thebill.

module DC
where
import DEMO

zero_or_one_payer = Disj [
Conj [Neg(p1), Neg(p2), Neg(p3)], Conj [Neg(p1), Neg(p2), p3],
Conj [Neg(p1), p2, Neg(p3)], Conj [p1, Neg(p2), Neg(p3)] ]

xor :: Form -> Form -> Form
xor x y = Neg (equiv x y)

-- at most one cryptographer pays, and this is public info
dc1 = upds (initE [P 1, P 2, P3, Q 1, Q 2, Q 3])

[test zero_or_one_payer, public zero_or_one_payer]

-- let’s say that crypt. b is paying (p2 true)
dc2 = upd dc1 (test ( Conj [Neg(p1), p2, Neg(p3)] ))
dc3 = upds dc2 [info [a] p1, info [b] p2, info [c] p3 ]

-- now the coins get flipped (scenario T,T,F)
flip_coins = Conj [q1, q2, Neg (q3) ]
dc4 = upd dc3 (test flip_coins)
dc5 = upds dc4 [info [a,b] q1, info [b,c] q2, info [a,c] q3 ]

a_says = (xor (xor q1 q3) p1)
b_says = (xor (xor q1 q2) p2)
c_says = (xor (xor q2 q3) p3)

-- and the results get announced
dc6 = upds dc5 [public a_says, public b_says, public c_says]

FIGURE 6. Haskell codefor the Dining Cryptographers example.
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For i ∈ {1,2,3}, let pi be theproposition“cryptographeri is thepayer”. The
aim of the protocolis thateverybodylearnswhetherthe formula p1 ∨ p2 ∨ p3

is true or not, but if the formula is true,nobody(exceptthe payerherself)learns
which of the threepropositionswastrue. To model the protocol,we needthree
morepropositionsq1,q2,q3 representingthe resultof flipping thecoinssharedby
p1 andp2, p2 andp3, p3 andp1, respectively.

Thethreephasesof theprotocol— initialization,flipping thecoins,announc-
ing the results— arecapturedby the epistemicmodelsdc1 up to dc6, defined
in thelisting from Figure6. Therestrictionthatoneor noneof thecryptographers
paysis modeledby the public announcementzero or one payer. For simplicity
of exposition,we fix a payingscenario(b pays,i.e. p2 = >) anda coin flipping
situationq1 = >,q2 = >,q3 = ⊥.

Figure7 shows thefinal epistemicstate,dc6. Spacedoesnot permitusto list
or displaythe(ratherlarge)intermediatestates.Thetextual representationof dc6
is:

DC> showM dc6
==> [4]
[0,1,2,3,4,5]
(0,[p1,q2])(1,[p2,q3])(2,[p3,q1])(3,[p1,q1,q3])(4,[p2,q1,q2])
(5,[p3,q2,q3])
(a,[[0],[1,5],[2,4],[3]])
(b,[[0,5],[1],[2,3],[4]])
(c,[[0,4],[1,3],[2],[5]])

Here,world 4 is theactualworld. This is theworld whereb haspaidandwhereq1

andq2 have value>. As theaccessibilityrelationsshow, a cannotdistinguishthe
actualworld from world 2 (aworld wherec haspaid),andc cannotdistinguishthe
actualworld from world 0 (aworld wherea haspaid).

Themostimportantpropertiesto becheckedin thefinal statearethefact that
everybodylearnedp1∨ p2∨ p3 andthata andc don’t know thatb wasthepayer:

DC> isTrue dc6 (CK [a,b,c] (Disj [p1,p2,p3]))
True
DC> isTrue dc6 (Conj [Neg(K a p2), Neg(K c p2)])
True

6 FURTHER WORK

As theprogramlistingsdemonstrate,theDEMO representationsof epistemicsit-
uationsare very concise. A comparisonbetweenDEMO and two other model
checkingtoolsfor epistemicupdatelogic canbefoundin [9]: “The fastestgoalto
successwasimplementingtheRussianCardsproblemin DEMO.”

At presentDEMO is beingusedin variousplacesaroundtheworld for model
checkingof problemsin epistemicupdatelogic [8, 9]. Examplecodefrom these
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0:[p1,q2]

4:[p2,q1,q2]

c

5:[p3,q2,q3]

b

1:[p2,q3]

3:[p1,q1,q3]

c a

2:[p3,q1]

ba

FIGURE 7. The final epistemicstateof the DC protocol.

analysesis availableaspartof theDEMO documentation.Furtherapplicationsin
theareaof analysisof securityprotocolsarein preparation.

The currentimplementationof DEMO doesnot usemonads,but a new im-
plementationin termsof statemonadsis in themaking. This will allow dynamic
updating,with thecurrentresultof all updatesso far held in thestate,andit will
hopefully alsoincreasethe efficiency of the tool, sincesomeoperations,like re-
ductionunderbisimulation,have efficient imperative implementations.
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Code availability The Haskell codefor DEMO andfor theDEMO examplesis
availablefrom http://www.cwi.nl/ jve/demo/.
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